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ATHLONE INSTITUTE OF TECHNOLOGY

COMPUTER FACILITIES ACCEPTABLE USE POLICY

Computing/IT Acceptable Use Policy
The Institute seeks to promote and facilitate the proper and extensive use of computing/IT in the interests of learning and research. Whilst the traditions of academic freedom will be fully respected, this also requires responsible and legal use of the technologies and facilities made available to students and staff of the Institute.

This Acceptable Use Policy is intended to provide a framework for such use of Athlone Institute's computing/IT resources. It applies to all computing and networking facilities provided by any department or section of the Institute. It should be interpreted such that it has the widest application, in particular references to Computing Services should, where appropriate, be taken to include departmental heads responsible for the provision of a computing service.

The Acceptable Use Policy is taken to include the HEANET Acceptable Use Policy published by HEANET available at http://www.heanet.ie/aup.html. 

Purpose of Use

Institute computing resources are provided to facilitate a person's work as an employee or student of the Institute, specifically for educational, training, administrative or research purposes.

Use for other purposes, such as personal electronic mail or recreational use of the World Wide Web, is a withdrawable service. Any such use must not interfere with the user's duties or studies or any other person's use of computer systems and must not, in any way, bring the Institute into disrepute. Priority must always be granted to those needing facilities for academic work.

Commercial work for outside bodies, using centrally managed services requires explicit permission from the IT Manager; such use, whether or not authorised, may be liable to charge.

Authorisation

In order to use the computing facilities of Athlone Institute of Technology a person must first be authorised. Registration of all monthly salaried employees and registered students is carried out automatically. Other members of the Institute should apply to Computing Services for registration. Registration to use Institute services implies and is conditional upon acceptance of this Acceptable Use Policy, for which a signature of acceptance is required on joining the Institute.

The registration procedure grants authorisation to use the core facilities of the Institute. Following registration, a username and password will be allocated. Registration for other services may be requested by application to Computing Services.

All individually allocated usernames and passwords are for the exclusive use of the individual to whom they are allocated. The user is personally responsible and accountable for all activities carried out under their username. The password associated with a particular personal username must not be divulged to another person, except to trusted members of IT staff. Attempts to access or use any username, which is not authorised to the user, are prohibited. No one may use, or attempt to use, computing resources allocated to another person, except when authorised by the provider of those resources.

All users must correctly identify themselves at all times. A user must not masquerade as another, withhold his/her identity or tamper with audit trails. A user should take all reasonable precautions to protect their resources. In particular, passwords used must adhere to accepted good password practice. Advice on what constitutes a good password is as follows.

· At least 6 characters long with a mixture of alpha and numeric
· To remember a password easily a sentence could be used to construct it e.g. I Was On Holidays In France In 94, could give a password of iwohifi94
Privacy 

It should be noted that systems staff, who have appropriate privileges, have the ability to access all files, including electronic mail files, stored on a computer, which they manage.

Access to staff files will not normally be given to another member of staff unless authorised by the IT Manager, who will use his/her discretion in consultation with a senior officer of the Institute, if appropriate. The owner of said files will be notified of any such access taking place. In such circumstances the Head of Department or Section, or more senior line manager, will be informed, and will normally be consulted prior to action being taken. Such access will normally only be granted where malicious use, a breach of the law or this policy is suspected.

Student privacy is seen by the Institute as a service, hence students should not expect to hold or pass information, which they would not wish to be seen by members of staff. Systems staff are authorised to release the contents of a student's files to any member of staff who has a work-based reason for requiring this access. 

Files, which are left behind after a student or member of staff leaves the Institute, will be considered to be the property of the Institute.

You are responsible for your individual account and should take all reasonable precautions to prevent others from being able to use your account. Under no conditions should you provide your password to another person. 

You will immediately notify a lecturer or the system administrator if you have identified a possible security problem. Do not go looking for security problems, because this may be construed as an illegal attempt to gain access.

You will avoid the inadvertent spread of computer viruses by following Athlone Institute of Technology virus protection procedures if you download software. 

Behaviour 

No person shall jeopardise the integrity, performance or reliability of computer equipment, software, data and other stored information. The integrity of the Institute's computer systems is jeopardised if users do not take adequate precautions against malicious software, such as computer virus programs. Reasonable care should also be taken to ensure that resource use does not result in a denial of service to others.

Conventional norms of behaviour apply to computer based information technology just as they would apply to more traditional media. Within the Institute setting this should also be taken to mean that the traditions of academic freedom will always be respected. The Institute, as expressed in its Equal Opportunities Policy, is committed to achieving an educational and working environment which provides equality of opportunity, and freedom from discrimination on the grounds of race, religion, sex, social class, sexual orientation, age, disability or special need. 

Distributing material, which is offensive, obscene or abusive, may be illegal and may also contravene Institute codes on harassment. Users of Institute computer systems must make themselves familiar with, and comply with, the Institute codes concerning all forms of harassment.

No user shall interfere or attempt to interfere in any way with information belonging to or material prepared by another user. Similarly no user shall make unauthorised copies of information belonging to another user. The same conventions of privacy should apply to electronically held information as to that held on traditional media such as paper.

For specific services the Institute may provide more detailed guidelines. In particular, users providing information on the World Wide Web must follow the Institute's Code of Practice for Online Publications, in addition to the policies provided in this Acceptable Use Policy. Users of services external to the Institute are expected to abide by any rules and codes of conduct applying to such services.

Although the Institute makes every effort o ensure no loss of personal data the onus is on the individual user to have adequate backups of that data in their own care. If a user is unsure how to do this they must contact the technical support staff or lookup any technical documentation available in their area. No user should attempt to use the Institute’s facility until they are familiar with three basics

· Logging in

· Printing

· Personal data backup & Storage.

Definitions of Acceptable & Unacceptable Usage 

Unacceptable use of Institute computers and network resources may be summarised as: 

· the retention or propagation of material that is offensive, obscene or indecent, except in the course of recognized research or teaching that is permitted under Irish and international law; propagation will normally be considered to be a much more serious offence; 

· causing annoyance, inconvenience or needless anxiety to others, as specified in the HEANET Acceptable Use Policy; 

· defamation (genuine scholarly criticism is permitted); 

· intellectual property rights infringement, including copyright, trademark, patent, design and moral rights; 

· unsolicited advertising, often referred to as "spamming"; 

· attempts to break into or damage computer systems or data held thereon; 

· attempts to access or actions intended to facilitate access to computers for which the individual is not authorized 

· unauthorized resale of Institute or ITNET services or information 

· the downloading of large files unless absolutely necessary. If necessary, the file should be downloaded at a time when the system is not being heavily used and immediately remove the file from the system computer to your personal computer. 

· the abuse of email where unwanted messages are not deleted promptly, and emails with attachments are not dealt with in a timely manner.
· not staying within your email quota.

· subscribing to discussion group mail lists that are irrelevant to your education or career development. Not unsubscribing from genuine discussion groups when you leave the Institute for a period of more than one month. 

· plagiarism of works that you find on the Internet. Plagiarism is taking the ideas or writings of others and presenting them as if they were yours. Using Athlone Institute of Technology’s computer facilities to access material that is profane or obscene (pornography), that advocates illegal acts, or that advocates violence or discrimination towards other people (hate literature). A special exception may be made for hate literature if the purpose of the access is to conduct research and your tutor has approved. 

· not informing your tutor and/or systems administrator if inappropriate information is mistakenly accessed. This will protect against claims that thei Policy has been have intentionally violated.

These restrictions should be taken to mean, for example, that the following activities will normally be considered to be a breach of this policy: 

· the distribution or storage by any means of pirated software 

· unauthorized activities which generate heavy network traffic, especially those which interfere with others' legitimate use of IT services or which incur financial costs 

· frivolous use of Institute owned Computer laboratories, especially where such activities interfere with others' legitimate use of IT services 

· the deliberate viewing and/or printing of pornographic images 

· the passing on of electronic chain mail 

· the use of departmental academic mailing lists for non-academic purposes 

· the unauthorized copying of licensed and/or unlicensed  software 

· the use of other people's web site material without the express permission of the copyright holder 

It should be noted that individuals may be held responsible for the retention of attachment material that they have received, via electronic mail that they have read, but have never viewed.

Acceptable uses may include: personal email, as long as these are in keeping with the framework defined in this policy document and do not interfere with one's duties, studies or the work of others; and advertising via electronic notice boards, intended for this purpose, or via other Institute approved mechanisms. However such use must be regarded as a service and may be withdrawn if abused or if the user is subject to a disciplinary procedure.

Legal Constraints

Any software and/or hard copy of data or information which is not generated by the user personally and which may become available through the use of Institute computing or communications resources shall not be copied or used without permission of the Institute or the copyright owner. In particular, it is up to the user to check the terms and conditions of any licence for the use of the software or information and to abide by them. Software and/or information provided by the Institute may only be used as part of the user's duties as an employee or student of the Institute or for educational purposes. The user agrees to abide by all the licensing agreements for software entered into by the Institute with other parties.

In the case of private work and other personal use of computing facilities, the Institute will not accept any liability for loss, damage, injury or expense that may result.

The user undertakes to comply with the provisions of all laws which currently and in the future relate to criminal justice, privacy, data protection and copyright in the Republic of Ireland. 

Institute Discipline

Staff or students who break this Acceptable Use Policy will find themselves subject to the Institute's relevant disciplinary procedures and may be subject to criminal proceedings. The Institute reserves its right to take legal action against individuals who cause it to be involved in legal proceedings as a result of their violation of licensing agreements and/or other contraventions of this policy.

Policy Supervision and Advice

The responsibility for the supervision of this Acceptable Use Policy is delegated to Computing Services. The Institute’s IT Manager or their nominee, will be designated as the person responsible for the day-to-day management of the policy's enforcement. He/she will liase with the Heads of School, the Institute Librarian, the Registrar and Heads of Department and the Students Union as required. 

Any suspected breach of this policy should be reported to a member of Computing Services staff. The responsible senior member will then take the appropriate action within the Institute's disciplinary framework, in conjunction with other relevant branches of the Institute. Computing Services staff will also take action when infringements are detected in the course of their normal duties. Actions will include, where relevant, immediate removal from online information systems of material that is believed to infringe the law. The Institute reserves the right to audit and/or suspend without notice any account pending any enquiry.

This policy is not exhaustive and inevitably new social and technical developments will lead to further uses which are not fully covered. In the first instance students/staff should address questions concerning what is acceptable to  their Head of Department, Registrar and/or Students Union. Where there is any doubt the matter should be raised with Computing Services, whose staff will ensure that all such questions are dealt with at the appropriate level within the Institute.

  

